My Home Lab

From control-ansible machine, i ssh to node-managed-1

@ control-ansible [En fonction] - Oracle VirtualBox

Fichier ~ Machine  Ecran  Entrée  Périphériques  Aide

BOME s ME NS &0 crorol

From control-ansible machine, i ssh to node-managed-2

& control-ansible [En fonction] - Oracle VirtualBox

Fichier Machine Ecran Entrée Périphériques Aide
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From my physical host, | connect to con

T shomer@control-ansible: ~

C:\Users\san>ssh shomer@con

trol-ansible

shomer@control-ansible's password:

Welcome to Ubuntu 24.04.3 L

» Documentation: https://|
* Management: https://
* Support: https://

System information as of M

System load:

Usage of /:

Memory usage:

Swap usage:

Processes:

Users logged in:

IPvl address for enp@s3:
IPv6 address for enp@s3:

* Strictly confined Kubern
just raised the bar for

https://ubuntu.com/engag
Expanded Security Maintenan
@ updates can be applied im

Enable ESM Apps to receive

TS (GNU/Linux 6.8.0-98-generic x86_64)

help.ubuntu. com
landscape.canenical.com
ubuntu.com/pro

on Dec 29 @1:46:54 PM UTC 2025
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etes makes edge and IoT secure. Learn how MicroK8s
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mediately.

additional future security updates.

See https://ubuntu.com/esm or run: sudo pre status

Last login: Mon Dec 29 13:35:55 2025 from 127.0.0.1

$

" shomer@control-ansible: ~/c X

ansible.cfg
ansible.cfg.example
first_playbook.yml

|: controllers.yml
webservers.yml
hosts.yml

L— ping.yml

main.yml

main.yml

main.yml

index.html

main.yml

29 directories, 13 files
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$ vi main.yml

™ shomer@control-ansible: ~/a X

default_shell: /bin/bash

groups_to_create:
- sudo
— webadmins

"main.yml" 7L, 73B

] $ vi main.yml |

- shomer@control-ansible: ~fa X + o~

- name: Ensure required groups exist
ansible.builtin.group:
name:
state: present
Lloop:

- name: Create users
ansible.builtin.user:
name :
password:
groups:
shell:
state: present
loop:

"main.yml" 16L, 357B




(ansible-env) ] $ vi roles/dns/defaults/main.y

7= shomer@control-ansible: ~fo X

dns_zone:
dns_server_ip:
web_server_ip:

—— INSERT —

= shomer@control-ansible: ~jo X

hosts: all
become: yes
roles:

= common

hosts: webservers
become: yes
roles:

- webserver

hosts: controllers
become: yes
roles:

- user_management

hosts: dns_servers
become: yels
roles:

- dns




] $ vi roles/dns/tasks/main.yml

7= shomer@control-ansible: ~fo X + -

- name: Install Bind9 and related packages
become:
ansible.builtin.apt:
name:
- bind9
- bind9utils
- bind9-doc
state: present
update_cache:

name: Deploy DNS zone file
become:
ansible.builtin.template:
src: db.zone.j2
dest:
notify: Restart bind9

name: Deploy DNS reverse zone file
become:
ansible.builtin.template:
src: db.reverse. j2
dest:
notify: Restart bind9

Configuration de named.conf

] $ vi roles/dns/templates/named.conf.options.j2



7= shomer@control-ansible: ~fa X + -~

options {
directory "/var/cache/bind";

recursion yes;
allow-recursion { any; };

forwmarders {
1.1.1.1;
8.8.8.8;
Y

dnssec-validation auto;

listen-on { any; };
listen-on-v6 { any; };

— INSERT —

(ansible-env) ] $ vi roles/dns/templates/db.zone.j2|

™ shomer@control-ansible: ~fc X + o~

$TTL 60u8ee
@ IN SOA nsl.nexa.interne. admin.nexa.interne. (
2
68U806
86Le0
2019260
604800 )

IN NS nsl.nexa.interne.
IN A 192.168.1.U7
IN A 192.168.1.4U8

(ansible-env) ] $ vi roles/dns/templates/db.reverse.j2




= shomer@control-ansible: ~jo X + o~

$TTL 60U800
@ IN SOA nsl.{{ dns_zone }}. admin.{{ dns_zone }}. (
2
60U860
8688
2119280
66U808 )

IN NS nsl.{{ dns_zone }}.

IN PTR nsl.{{ dns_zone }}.
IN PTR www. {{ dns_zone }}.

File named.conf.local configuration

] $ vi roles/dns/templates/named.conf.local.j2|

7= shomer@control-ansible: ~fo X + -

zone "{{ dns_zone }}" {

type master;

file "/etc/bind/db.{{ dns_zone }}";
b

zone "1.168.192.in-addr.arpa" {
type master;

| file "/etc/bind/db.1.168.192";

I

6 fewer lines

3 $ vi roles/dns/handlers/main.yml




™ shomer@control-ansible: ~fjo X + o~

- name: Restart bind9
ansible.builtin.service:
name: bind9
state: restarted

] $ vi first_playbook.yml|

] $ ansible-playbook first_playbook.yml|

7= shomer@control-ansible: ~jo X

(ansible-env) 2 $ ansible-playbook first_playbook.yml -K
BECOME password:

PLAY [all]

TASK [Gathering Facts] AEEEEEEEEEAEREEEAARA A LA AL AL EEE XA AEEEEAAAE R AR A AARAEAAAAA A A A AR A AAAA AL AR TR AR A hhk

[common : Update and updrade packages to the lates version]

[webservers]

[Gathering Facts] AEEEEEEEEEAEREEEAARA A LA AL AL EEE XA AEEEEAAAE R AR A AARAEAAAAA A A A AR A AAAA AL AR TR AR A hhk

[webserver : Install Nginx]

[webserver : Copy index.html to web directoryl st deodddededededdododododdededed st d s dd s dededede e dededededede e e e




shomer@control-ansible: ~jo X + o~

PLAY [ccntrollers] e g s o e e e e e oo ol e she ol ol e e ol e e ok ol ke ok ol e e ok ol e e e ol e ok o ol e e ol ol e o ol o o ok ol e ok ol e e e ol e o o ol e ok ol ol e e ol o ke o ol o ok ok e e ok ol e o e ol ke o ok ok e e ke

TASK [Gathering Facts]

TASK [user_management : Ensure required groups exist] sk oo deodeodedededededededodededed deddededsdeddod s dedededededededeode d

TASK [user_management 1 Create users] ##dkdkddkkdkkdikihod koo kot ko kodd koo koo koo ook ook o e s oo ook
changed: [control-ansible] => (item={'name': 'admin', ‘'password': '$6$rounds=656000%$JyPKXz82a3uVGV2u$o5Qx.nB
L91iJtHxt388A/SKoMZhFTqMj /wpZinxL1PoYfegpNx72ymShYcSVNmGeHL . uosXursSAiOuoTzay0Y/', 'groups': ['sudo']})
changed: [control-ansible] => (item={'name': 'alice', ‘'password': '$6%rounds=6560083NYNgT12MBaV5qZLc$PUbMe3p
HeRgNtindNglkKNnF6xRdIrVrzll.w7UEYQAUSTR510hKwlrQD9xeph682Suznu9WxRmEfnrkZDCCM. ', 'groups': ['webadmins']})

PLAY [ccntrollers] e g s o e e e e e oo ol e she ol ol e e ol e e ok ol ke ok ol e e ok ol e e e ol e ok o ol e e ol ol e o ol o o ok ol e ok ol e e e ol e o o ol e ok ol ol e e ol o ke o ol o ok ok e e ok ol e o e ol ke o ok ok e e ke

TASK [Gathering Facts]

Edns : Install Bind9 DNS server] e s o o o e ok e e ok ol e e ool e o s ol e e ol ol e o ol e ok ol ol e ok ol e e e ol e o o ol e ke ol ol e e ol o e ool e ok ok e ke ok ol e e ok ol ke o ok ok e e ke

[dns : Deploy named.conf.options]

Edns : Deploy named_conF_LccaL] e e e e e e e v v e e o T s e e e ol o e ol e e e e o e e e e ok o e ol ok Sl e e e e o e ke ol ol e e e o e e e ke ok ok e ol ok sl e o e e e e e ol ok sl e ke

shomer@control-ansible: ~fo X +

TASK [dns : Deploy named . conf. Llocal] kkkkdkkkddkhddkhok ks khok ko ko kdhdhkhohdkhddkkddkkdhdkdhddhddkkdhdkkhhdhkdhhkkhkkhk

TASK [dns : Deploy DNS zone file] #dkkdkskoskkhdksdkohddkhdk ks khohdkhddk ko ko khddhddkkddkhhdkhddhdkkdhkkhhkhdhihhkkhkkhk

TASK [dns : Test DNS resolution] sk sk s ko s oo ok ok ok ook oo ok ok ook ok ook oo oo ok ok ook ok oo ook oo ook ok ook o oo oo ook ok ook

TASK [dns 5 Show djg Qutput] AAKAEEEEEAEE A AEAEAAAAEERAR A A AARAEAA A LA AAAR AR AR R AR AR AR AA LA AR A AR AR AR AR AL dk

TASK [dns : Validate DNS conFiguration] ok e o e s e oo e o e o o ok e o o e o ok o e e o o ok ok e e o o e o e e o e ok o o e o e o o o ok e o ke ek e e e ok e e ok

TASK [dns : Show ccnfig validatjcn] e s e e o ok o ok e e ol ok o o o e e ok ok o o ool ok ke o e e ke o ok o o o ol o ok o e e ok ok ok o o o ol o ok e o e ok ok ok ok e ok o o ok ok e e o ok ok o ok ok ook

TASK [dns : Deploy DNS reverse zone file]

PLAY RECAP 5% %% %%ttt e e e e she s she ke ke she e e e e e e e e e e e e e o o o o e e e e o e e o o o o o o o o o o o o o ok ok ok ok ol o o o o o e e e e e e e o o e ke ke e e o o o o o o o o o o o o o e e e o
control-ansible 2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ign
ored=0

changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ign
ored=0

changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ign
ored=0

(ansible-env) : $ |




I run this command on my control-ansible to check :

(ansible-e ] $ sudo systemctl status bind9|

(ansible-env) 3 $ sudo systemctl status bind9

named.service — BIND Domain Name Server

Loaded: \ ice; ; preset: )

Active: since Mon 2025-12-29 16:34:22 UTC; 39s ago

Docs: med(8)

Main PID: 23738 (named)

Status: "running"

Tasks: 8 (limit: 22u2)

Memory: 23.8M (peak: 23.UM)

CPU: 133ms
CGroup: .slice/named.service
2 / bin/ ed —f —u bind

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

control-ansible named[23738]: zone 1.168.192.in-addr.arpa/IN: loaded serial 2
control-ansible named[23738]: zone 127.in-addr.arpa/IN: loaded serial 1

control-ansible named[23738]: zone localhost/IN: loaded serial 2

control-ansible named[23738]: zone nexa.interne/IN: loaded serial 2

control-ansible named[23738]: zone 255.in-addr.arpa/IN: loaded serial 1

control-ansible named[23738]: all zones loaded

control-ansible named[23738]: running

control-ansible systemd[1]: Started named.service - BIND Domain Name Server.

Dec control-ansible named[23738]: managed-keys-zone: Key 20326 for zone . is now trusted (accep
Dec control-ansible named[23738]: managed-keys-zone: Key 38696 for zone . is now trusted (accep
lines 1-22/22 (END)

W w

W Wb wwww

FEEeEEEEEEEEE

w

Tasks completed :

Ansible.builtin.user => module for user
Ansible.builtin.command => module for DNS

lused:

e ansible-doc ansible.builtin.use
e ansible-doc ansible.builtin. command
e copilot




